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UHCTPYKIAS AIMUHUCTPATOPA BE3OITIACHOCTHA CPEACTB
KPUIITOTPAGUUYECKOM 3AIUATHI THOOPMAIIUH (CK3H)
MOBY OOIII ¢. Umenasimeso MP I'adypuiicknii paiion Pb



1. TepMuHBI U onIpeae/IeHHs

1.1. B Hacrosme# MHCTpyKIME 1O  9SKCIUTyaTalldd  CpeJCI
Kpunrorpa¢puyeckor 3amutel HHOGopMaumwu (mamee — CK3M) MOBY OOIL
c.Hmennsmeso MP Tadypuiickuit paiion PB  (manee — VupexmeHue
NPUMEHSIOTCS CIIEAYIOIINE TEPMHUHEI U OIIPEIEIICHUS:

1.1.1. 6esonacnocts skcmmyataruu CK3U — coBOKYIHOCTE Mep yHpaBiIeHy
U xoHtTposs, 3ammmaromas CK3M u xpuntorpaduyeckwe KIodd ¢
HECAaHKI[MOHUPOBAaHHOIO (YMBINUIEHHOTO MIH CIyYaiHOr0) MX pPacKpPBITH:
MO (UKALUY, Pa3pyILEHUs WA UCIIONb30BAHUS,

1.1.2. anmMuuucTpaTtop 6e30macHOCTH (OTBETCTBEHHBIM 3a 3KCILTyaTaIlHK
CK3U — coTpymHHK, OCYIIECTBIAIOWIMM OpraHu3aluio U obecredeHne paboT I
TexHH4eckoMy obcmyxuBanuio CK3U u ympaBnenwe KpumnrorpapuueckuM
Kimoyami (manee — Axmunauctparop CK3H).

1.1.3. mone3oBatens CK3U — cotpymuuk VupexneHwus, HCTIONB3YIOIIH
CK3MU 714 BEIOTHEHUS CBOMX TPYIOBBIX 06S3aHHOCTEH;

1.1.4. cpexnctBa kpunrorpadmdeckoit 3amutel uH(GopMmammu (CK3H)
COBOKYITHOCTB IIPOrPaMMHO-TEXHHYECKHUX CPEICTB, obecneunBaronu
IIPUMEHEHUE UG pPOBaHUS pH OCYIIIECTBIICHUHU 3JIEKTPOHHOT
JIOKyMEHTOOO0OpOTa, B TOM YHCIE HPOrPaMMHOE OOECIEYeHHE C peanu3alye
KpunTorpapuieckux GyHKIIHIA.

2. O0umHe moJI0KeHUus

2.1. Hactosimas MHCTpyKITus onpenenser:

2.1.1. nmopsmox yuera, xpaHeHHs W wucnonb3oBanus CK3U
KpUIITOrpadHYeCcKUX KIIOYeH, a Takke IOpSOOK HX H3TOTOBJIEHHMS, CMEeHb
YHHYTOXEHHMS B LIeNsIX obecnieuenus 6e3onacHocty skcmryatamuu CK3U;

2.1.2. obs3aHHOCTH, TIIpaBa ¥ OTBETCTBEHHOCTb AJMHHHCTPATOD:
6e3omacnoctu CK3U.

2.2. Bcee pe#ictBus ¢ CK3UM oCymecTBISIOTCS B COOTBETCTBHH
9KCINTyaTallMOHHOW U TeXHUYecKoi nokyMeHTanue Ha CK3H.

2.3. Apmunuctparop 6e3onacHoct CK3M HazHayaeTcs W CMeIaeTcs C
JOJDKHOCTH MPUKA30M AUPEKTOpa YUpeKACHHS.

3. OcHoBHbI€ 00s13aHHOCTH AAMHHHCTpaTOpa GezonacHocTn CK3U

3.1. ApmunucTpaTop 6e3onacHocT CK3U 06s13aH:

3.1.1. Bectu mnosxzemmsipHeli yder CK3U, skcmryaTanoHHOH |
TEXHUYECKOM JOKYMEHTalUU K HUM;

3.1.2. Bectu yuer [lons3oBareneii CK3U;

3.1.3. oCyIIecTBIATh KOHTPOJIb 3a COOJIIOJIEHHEM YCIIOBHUH HCIIOJIB30BaHH
CK3H B COOTBETCTBUM C SKCILTyaTAllMOHHOM U TEXHMYECKOM IOKYMEHTaluel H
CK3U u Hactosmei MHCTpyKLIMei;

3.1.4. BecTH pacciefoBaHHE U COCTaBlIieHHEe 3aKIIIOYEHUH 1o GakTal
HapymeHus yciaoBud wucnonb3oBaHuss CK3U, koTopble MOIYT NPHBECTH
CHHJKEHHIO TpebyeMoro ypoBHs 6€301MacHOCTH HH(GOPMAIIHH;
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3.1.5. ocymlecTBIATh pa3paboTKy W NMPUHATHE MEp IO IIPeIOTBPAIIEHHIO
503MOYKHBIX HEraTHBHBIX MOCIIEICTBUM I000HBIX HAPYIIIEHUH.

3.1.6. He pasriamarh KOHQUICHIHAIBHYIO uH(pOpMAIMIO, K KOTOPOH
JOmyIleH, pyOexH ee 3allMTbl, B TOM YHCIe CBEACHHI O kpunTorpaduuecKux
KJTIOYaX;

31.7. cobmomate TpeboBaHus K  ODECHeUECHHUIO 6€30IMacHOCTH
KOH(UIEHIATbHON HH(OPMALIUH TIPH HCIIONIE30BAHHH CK3N.

4. lomyck K 3KCIUTyaTallHH CK34

4.1. O6yuenue Ilomp3oBatenei CK3U1 npaswiaM paboTel C CK3U
OCyILIeCTBIIseT AIMUHUCTPATOP 6ezonacuoct CK3W.

4.2. AnMuHuCcTpaTop — 0€30mMacHOCTH CK3U  pomxeH  HUMETh
COOTBETCTBYIOMIMH IOKYMEHT O KBall(pUKallvK B 0061aCTH 3aLIUTH THPOPMAIUH.

43. Amvumuctpatop GesomacHoct CK3W nmomkeH OBITH O3HAKOMIIEH C
gacrosmei MHCTpYKIMEH IO POCTIHUCE.

5. YVuer u xpanenne CK3U n KpHnTOrpadHUecKHX KIioYeH

5.1. CK3HY, »skciulyaTallMOHHas W TEXHUYICCKAdA IJOKyMEHTalusl K HHM,
KpHUNITOrpadguuecKue KIFYX MO/TIeKaT I0OK3eMITAPHOMY y4erTy.

5.2. TlosxzemmusapHabii yder CK3U Bezmetr AnmunmCcTpaTop 6€30MacHOCTH
CK3U B XKypHalle I0O3K3eMIUIIPDHOro Yy4eTa CK3U, HSKCIUIyaTalMOHHOM H
TeXHAIECKOM HOKYMEHTALUH K HUM (Jajee — XKypnan).

5.3. Bce nonydenssie sx3emmiapsr CK3H, KpHUnTOrpadMuecKux KIouer
JODKHBI OBITH BBAAHBI TOJA POCIHCH B XKypuane Ilomp3oBaTensM CK3Y,
HECYIIMM TEpPCOHANBHYI0 ~OTBETCTBEHHOCTH 33 HX coxpaHHoCTb. [lpu
neobxomumocté  Ilompsoparemo CK3W  BeimaeTcs — AOKyMEHTamHA 1o
skctyatamuu  CK3M ¢ mocnezylomyM — BO3BpaTOM AMUHUCTPATOPY
6e3onacuocta CK3U.

5.4. Juctpubyruesl CK3M Ha HOCHUTEIX, 9KCILTyaTallAOHHAs U
texumnueckas nokymenranus kK CK3W, HHCTPYKUMH XPaHATCH y AJMHUHHUCTpaATOpa
6esomacHocty CK3U. Kpunrorpadudeckue KIOYH XpaHATCA y [Tonp3oBaTenen
CK3U. XpaHeH#e OCYLIECTBISETCS B YCIOBUAX, MCKIFOYAIOMIIX GECKOHTPOJBHBIH
JOCTYII K HUM, & TaKXe UX HelpeAHaMePEHHOe YHHUTOKEHHE.

5.5. PesepBHBIe KpHITOrpaQuyecKue KIHOUM HAXOMUTCAH Ha XpaHECHHHU Y
AnmunuctpaTopa 6eszomacHoctd CK3H.

5 6. KiroueBble HOCHTENHN TOAexar 0613aTenbHOH MapKUPOBKE (ecu 3TO
BO3MOXKHO) C M3TOTOBICHAEM HAKIICHKH, cofiepiKallleil peKBU3UTHI PETUCTpallii U3
XKypHrana w/uiu cepTuuKara.

5.7. Hepa6oTocmocoGHbIe KITI0YEeBbIe HOCATENH MOIJICKAT YHHUYTOXKEHHIO.
VHuuTOXeHue OQOpPMISETCS aKTOM, YTBEPKICHHBIM MPHUKA3OM JIMpeKTOpa
Vupexnaenuss «O HasHaYeHWH KOMHCCHH IO VHAYTOXCHUIO MaTepUabHBIX
HOCHTeNel KOH(HIEHIMAIBHON 1 KITHOYeBOH uHGbOpMAaLINY.



5.8. AnmnapaTHrle CPeACTBa, C KOTOPLIMU OCYILIECTBIIIETCS IITATH
(yHKIHOHUpOBaHUe CK3U, a rtaxxe allllapaTHBIE W allapaTHO-IIPOrPaMMH]
CK3U nomxHbl 6BITH 060pyIOBaHEl CcpeacTBaMu KOHTPOJIA 32 MX BCKPBITH(
(omevaTaHsl, OIUIOMOHpOBaHsl). MecTo OIl€YaTEIBaHUS (OHJIOM6Hp0BaHI/I$I) CK3
AlapaTHBIX CPECTB AOKHO GBITH TAKMM, YTOGEI ero MOXHO OBLIO BH3yalTh]
KOHTPOJIMPOBATE.

5.9. KimoyeBbie HOCHTENH COBMECTHO ¢ XypHanoM momkHBI XPaHUTHCS
3alMpaeMoM  1mkady, celide (MeTamTHUecKoM mkady). Mecra xpanen:
KIIFOYEBBIX HOCHUTENeH CpeicTs Kpunrorpaduyeckoit uHbopMarym YTBEPXKIEH
npukasom «O6 yTBepxkIeHud Mect XPpaHeHUs KOHGUIEHIHATLHOM UHpOpMany
KIIOYEBBIX TOKYMEHTOB M CPEJICTB KPUNTOrpahMYeCKoi 3aIuThD.

5.10. Ha Bpewms OTCYTCTBHS AJIMHHHCTpaTopa Ge30MacHOCTH CK3
PUKA30M  MPEKTOpa VUpeXAeHUS HOMKEH GEITE HasHa4Ye€H COTPYAHH
3aMCILAIOUINH €TI0 Ha BPEMsI OTCYTCTBHS.

6. 3roroB/ienne M naaHoBas cmena KPHOTOrpauuecKHX KII0Yeii

6.1.  UsroroBnenue KPUNTOTpaQUYECKUX  KIFOYeit IIPOU3BOIUTEC
Anmunuctparopom CK3U B npuCyTcTBUH [lonp3oBatens CK3MU.

6.2. Kpunrorpapuueckue xmoun H3rOTaBIMBAIOTCS Ha OTYYXKIAeMEI
KJII0YEBOH HOCHTENb (mHUCKeTy, ruToken, EToken um np.) B COOTBETCTBUHU |
9KCIITyaTallHOHHO-TEXHUYECKOL AOKyMeHTamuer# Ha CK3U u TpeboBaHUsIM]
GesonmacHoCTH, ycTaHOBTEHHBIMY Hacrosmen MHcTpykuuei.

6.3. B nensx obecneuenus HEMNPEPEIBHOCTH MPOBEJEHHs PaGOTEI IJIaHOBYK
CMEHY KpUNTOrpadUYECKUX KIIouei CJIEIyeT POM3BOAUTE 3a61aroBpeMeHHO.

6.4. Tlepexon Ha HOBEIe Kpunrorpagudeckre kmoqu [lons30BaTens CK3r
BBINIOTHACT ~ CaMOCTOATENBHO B COOTBETCTBHH ¢ 9KCILIyaTal[HOHHO}
Aokymenrtauued Ha CK3U. Ilepexom Ha wHOBEIE KpHUIITOrpadHYecKue KoYy
OCYIIECTBIIACTCS B CPOKH, YKa3aHHEIE B cepTrdHKaTe KIIo4a OIIHCH.

6.5. ITpu 3amene KPUNITOTpaUIECKUX KITFOUeit HCTIONB3YIOT MPOTrPaMMHOE
obecrieueHne B COOTBETCTBHH ¢ AOKYMEHTaMH IO 3KCIUTyaTaluu. [lonb3oBaTens
CK3U o6s3an  camocTosrensHo OOHOBUTB CepTHOHKAT KIFOY IIOATTUCH.
O6HoBneHne crpaBounmKOB CEPTH(UKATOB KIIOYel POM3BOMUTCS IIyTeM
H00aBIIEHUS] HOBEBIX CEePTU(HMKATOB KITIOUeH MOMMHUCH U3 daiinoB, comepiarmmx
CepTU(UKATEI  KITFOYei TIOIIUCH,  NPEeAOCTaBISEMBIX AnMuHHCTpaTopoM
6esonmacroct CK3U. O6Honenme CIIPAaBOYHHMKOB CEPTU(MUKATOB KIIIOYei

HIOANUCH OCYIIECTBISAETCS B COOTBETCTBHH C OKCILTyaTallHOHHON TOKYMEHTaIHelH
Ha CK3U.

7. lelicTBus npu KoOMIpoMeTanuH KpUNTOrpagHYecKux Kiroueii

7.1. Tlon KOMIpoMeTalie# KpunTorpagu4eckoro Kioua IIOHUMAaEeTCs
yTpaTa HNOBEpHS K TOMY, 4YTO MAaHHBIH KIIOY obecrieyuBaer OTHO3HAYHYIO
UIeHTHQUKaMIO  Bragensia u KOHQHUIAEHLIUATBHOCTD HH(pOpManuy,
obpabaTteIiBaeMoii ¢ ero noMo1eio. K coGBITUSM, CBI3aHHBIM KOMIIpoMeTaluei
NEACTBYIOILUAX KPUITOrpapuuecKuX KIFOYeH, OTHOCSITCS:

7.1.1. ytpara (xumenne) HKU, B ToM umcie — C TOCHELYIOIIUM MX
OGHapyeHHeM;
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7.1.2. vsonbHeHHWe (T€peHa3HAYEHUE) pabOTHUKOB, MMEBIIHX IOCTYI K
= TI0YEBOH HHOOPMAINY,;

7.1.3. nepeaaya CEKPETHBIX KIIOUEH 110 JIMHUY CBA3H B OTKPBITOM BHUJE;

7.1.4. HapylieHUe IPaBUIl XpaHEHHUS KPHUIITOKIIIOUEH;

7.1.5. BckpeiTHe (AKTOB YTECUKH mepeiaBaeMoit  MHGOpMaluy W ed
WCKQKEHNS (10IMEHBI, TIOJJIETIKH);

7.1.6. oTpHLATENBHBIN PE3YNIBTAT IPU NPOBEPKE, HanoxeHHoM Ol

7.1.7. HecaHKUHOHMpOBaHHOe WM Oe3y4E€THOE KOMMPOBAHWE KITIOU€BOH
HH)OPMALIHH:

7.1.8. Bce cTydad, KOr/ia Helb3sl JOCTOBEPHO YCTaHOBUTD, TO MIPOU3OIILIO C
HKM (3 Tom umcie Ciiydau, KOrAa KIFOYEBOM HOCHTENP BBIIIEN H3 CTpos H
J10Ka3aTe 5HO He ONPOBEPTrHYTa BEPOSTHOCTH TOTO, TO JaHHBIM (aKT IPOU30LIEN
B pe3yNnbTaTe 3710YMBINUIEHHBIX NEeACTBUR).

72 Cobprrus 7.1.1 — 7.1.5 [DOMKHBI TpPaKTOBaTbCi Kak Ge3yciioBHAs
KOMIIPOMETZIHA  JEUCTBYIOIHUX xmioueif. OcTanpHble coObITHS  TpeOyIOT
CIEIMATEEOTO PAcClIeIOBAHNs B K&KIOM KOHKPETHOM CITyHac.

7.3. Tlps HacTyIUICHHM JOOOro W3 MEpEeYMCICHHBIX B II. 7.1 coObITHi
Biajenen x1:09a JO/DKEH HEMEIIEHHO MPEKPaTUTh CBSA3b C APYTHMH aboOHEHTaMH
U coobmmTs o Gakre KOMIpPOMETallMy JIUPEKTOpY WIH A IMUHUCTPATOPY
6e3zomacaocTe CK3U.

7.4. Tlpu noxTBepXeHUM (aKTa KOMIPOMETaIlnK IeHCTBYIOIMX KIIOYen
IMonpzoeate1s CK3U 06s3aH 00ecrieduTs HEMEIIEHHOE M3BATHE U3 obparteHus
CKOMIIPOMETHDOBAHHBIX KPUNITOTPahriecKhX KITIOY€ei.

7.5. s BOCCTAQHOBJICHHUA KOH(bI/IIIeHHPIaJIBHOﬁ CBS3H, rocJie
KOMIIPOMET2I1HH JeMCTBYIOIMX KIOYeH, Ha [Mons3oBatens CK3U odopmistoTcs
HoBBIE KTHo=Ew DL

8. VHHYTOKeHHe KpHNTOrpadgpuuecKnx Kiode

8.1 Hewncnoib30BaHHEIE WA BBIBEJICHHEIC u3 JIeUCTBUA
KPUNITOrpa@#9ecKye KIF0YH MOANeKaT YHHHTOKEHHUIO.

8.2. VEwgTOKeHHe KpUNTorpaduuecKuxX KIIo4el Ha KIIFOYeBBIX HOCHTEIAX
IIPOU3BOIKTCS YIIOMHOMOYEHHOH Ha TO KOMHUCCHH ¢ yyacTueM AJIMHHHCTpaTopa
CK3U ¢ obopMIeHHeM aKTa, yTBEPXKICHHOTO IPUKa30M IMPEKTOpa YupexaeHusl.

8.3. Kpunrorpahpudeckue KIFOYM, HaXOMAIMECH Ha KIIOYEBBIX HOCHUTEIAX,
YHHUTOKAFTCA IMyTEM MX CTHPAHHUS (paspyIUeHus) 0 TEXHOIOTUH, IIPUHATOH JJIA
KIIOUEBEX HOCHTENeld MHOTOKPATHOTO HCIOJNb30BaHUS B COOTBETCTBUM C
TpeOoBaHUAMH 3KCILTyaTalliOHHON H texuudeckoi noxymenranun Ha CK3M. IIpu
VHHYTOXEHHH KDPHUIITOrpapuIecKux KIodel, HaXOAAIIUXCd Ha KIIOYEBBIX
HOCHUTEINAX. He0OX0AUMO:

83.1. yCTaHOBMTh HalW4guMe OpUTMHATAa M KOJMHECTBO KOIUHU
KpUOTOrpahuuecKuX KItoueH;

8.3.2. IIPOBEPUTH BHEIIHUM OCMOTpPOM EJIOCTHOCTh KaXXIOrI'o KJIFO4E€BOI'O
HOCHUTEIIA



8.3.4. y6emutbcs, wuro
KIIFOY€BBIX HOCHUTEISX, NEHCTRY

8.3.5. mpoussecty YHUYT
Ha BCEX KOIMUAX HOCHUTEJIE].

8.4. B XypHane TIO3K3EMILIISIp
TIPOU3BOAUTCS OTMETKA 06 YHUYTOKEH

KpI/IHTOI’pa(I)I/I"IeCKI/Ie KITIFO4H, Haxogsmmec;
TCIBHO MOJIeXxaT yHHqTOX(eHI/IIO;

OKEHHE KII04eBOM HHbOpManuK Ha OPUTHHaN

HOI'O y4YeTa AI[MI/IHI/ICTpaTOpOM C
MU KPUITOTPAGUIECKUX KITIOYe.

9. llpagra A,ﬂMHHHCTpaTopa Gesonmacuocrn CK3U

2k AnmunncTparop CK3U HMMEET IpaBo:

9.1.1. BHOCHTB TIPEMIOKEHHSI 110 COBEPILICHCTBOBAHMIO CK3H;
9.1.2. moBsImar

b YPOBEHb KBaTH(HKAIINY I10 ucrons3oBanuo CK3H.
10. OTBeTcTBenHOCTE AnmMHHECTpaTO

10.1. AIMHHHCTpaTOp  6e30macHoc
OTBETCTBEHHOCTSH 3a obeceyeHme KOH}HIEH

10.2. B cmyqae
TpeboBaHuMii HacTosmel
IIPUBJICYEH K NMCLMIIIAH
COOTBETCTBHUH C NEHUCTBYIO

pa 6ezonacuoctn CK3H

™ CK3U Hecer TIEPCOHAJIB]
HUATBHOCTH KIIFOYEBBIX HOCHTE e
HCUCTIONHEHUS MM  HeHaIexalero BBITIOJTHE
HHCcTpyknmu AnmunmcTpatopa CK3U MOXeT 6
apHOM W/WiH AIMUAHHCTPATUBHOM OTBE€TCTBEHHOCT
UM 3aKOHOmaTeNnsCTBOM Poccuiickoit Deneparyu.



